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What are Cookies?

Cookies are small text files that may be stored on your computer or other device that contain data
related to your use of the website that you visit or online services that you might use. These
cookies function in such a manner as to allow a website to remember your selections or
preferences over time in order for you to not re-input data, or it may contain data related to the
function or delivery of the website itself. They also enable us to better understand user behaviours,
detect where our marketing activities are most relevant to you, and also assist us in identifying
improvements.

A variety of cookies may be used on the website, including first party cookies and third-party
cookies. First party cookies are those set by the owner of the website itself. Third party cookies
on the other hand are set by third party services on the website and which we may allow to collect
other information to provide different functionalities such as analytics.

The table laid out in this Cookies Policy details the type of cookies that may be used on this
website.

Strictly necessary cookies

Cookies which are “strictly necessary” allow for the proper and effective functionality of the
website, and you may not opt-out of having these cookies present and active.

Cookie Name Third Party Third Party Retention Purpose
Cookie Host Period

Session or 2 Authenticates
.AspNetCore.ld | No N/A weeks if the user to the
entity.Applicatio remember me application

n was selected

mfaVerificationl | No N/A 30 minutes To enable the
sPersistant MFA page and
subsequent

sign-in flow to
determine

whether the
user selected
"Remember Me"
during login by
passing a
persistent

cookie to the
front end. This




allows the
authentication
flow to
conditionally
apply extended
session
behaviour
based on user
preference.

mfaVerification
Email

No

N/A

30 minutes

To identify the
user account
associated with
the mfa code
request,
allowing the mfa
code verification
process to be
applied to the
correct user.

forgotPassword
Token

No

N/A

30 minutes

To pass a
forgotPassword
Token cookie to
the frontend so
that the "Forgot
Password" page
can validate the
users request
when setting a
new password.
This token
ensures that the
changePasswor
d method has
the necessary
verification  to
authorize  the
password
update.

forgotPassword
UserEmail

No

N/A

30 minutes

To identify the
user account




associated with
the  password
reset request,
allowing the
Forgot
Password
process to be
applied to the
correct user.

Analytics Cookies

Google Analytics is used on this website. These cookies support analytical functions by gathering
aggregated, anonymous information about how visitors use the Website. They record metrics
such as visit numbers, traffic origins, and patterns of navigation, enabling us to understand which
sections of the site attract the most or least engagement and to assess overall performance. This
data helps us evaluate user interaction and improve the effectiveness and usability of the Website.
If these cookies are disabled, our ability to analyse site usage and enhance performance will be
limited.

You may enable or disable Google Analytics data collection by either:

1. Clicking on Customize cookie settings from the footer menu of our website, then selecting
View all preferences and ensuring that you opt in/fout from Analytical/Performance
Cookies.

2. Installing Google’s official Google Analytics Opt-Out Browser Add-On. This is the tool
provided directly by Google for anyone who wants to prevent their data from being used
by Google Analytics and may be accessed by clickihg on the following link:
https://tools.google.com/dIpage/gaoptout/"

Changes to this Policy

The use of cookies on our website is subject to change from time to time. Whenever any such
changes are necessary, we will review and update this policy accordingly in order to keep you
informed on what cookies are used and the purposes behind such uses. This Policy was last
updated in January 2026.

Complaints

Should you feel the need to complain about our use of personal data, please send an email with
the details of your complaint to ppr-admin@propertymalta.org. Your complaint will be duly
assessed and replied to at the earliest opportunity.



